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Every message opportunity is 
a business and reputation opportunity 



We live in a ’speed 
of thumbs’ world.



Misinformation & Mistrust
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(Source: Security.org) 



Information vacuums 
are breeding grounds 
for mis- and 
disinformation.



Preparing for 
Crisis
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By the time you hear 
the thunder, it’s too 
late to build the ark.



Plan for it

Develop an actionable plan

Identify your team (CMT)

Review, practice and refine

Anticipate the bad

Prepare messages



• Leadership

• Operations / Facilities

• Legal

• Human Resources

• Communications / IT

• Event/situation-dependent resources

• Public Safety

Define Your Roles (CMT)



❑ Regulatory agencies

❑ City / County / State leadership

❑ Law enforcement

❑ Hospital / Health Centers

❑ Industry networks / associations 

❑  ?

Key Partners



Vulnerability Assessment



❑  What could happen?

❑  Where could it happen?

❑  Who/what could be the cause?

❑  What is outside of your control?

❑  What are you most concerned about? 

Vulnerability Assessment



Crisis or Issue?
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Crisis          Issue
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• Sudden, urgent & 
significant threat 

• Disrupts normal 
operations & requires 
immediate action

• Potentially involving 
safety concerns &/or 
significant impact to 
reputation.

• Actual or potential 
threat that can be 
identified & managed 
proactively

• No immediate 
disruption to normal 
operations, urgent 
safety concerns or 
meaningful impact to 
reputation.



Categories of Crisis
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Unrest/ProtestCyber AttackActs of 

Violence

Natural Disaster Public Health

Financial 

Hardship

Accident System Failure

Misbehavior  

Malfeasance



Catalyst Events
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FOIA 

Request

Legal 

Filing

Regulatory 

Filing

Virality Disinformation

Whistleblower

Media Leak



18



Plan for it
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• Map a wide range of 
potential crises  

• Identify processes and 
procedures  

• Develop messaging 
and tools to expedite 
efforts  



❑ CMT 

❑ Process & Protocols

❑ Key Audiences & Partners

❑ Communication Channels

❑ Crisis Scenarios

❑ Messages & Holding Statements

❑ Templates & Checklists

Elements of a Crisis Plan



Audiences + Channels

Your 
Org

Board

Employee
s

Clients

Authorities

Regulators

ElectedsBiz Comm

General 
Public

Comm 
Leaders

Media

?



Circles over Silos
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Define / Refine Your Process



Awareness

Monitor

Reactive

Proactive Engage

Offense / 

Brand Defense



Assess the 
situation

Gather the 
Team 

Determine 
Actions 

Develop 
Messages 

Deliver Messages 

Monitor, 
Assess & 

Adjust 

Refine & Evolve 
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Be agile and 
adaptable; 
assess and adjust.



Prepare Your Messages



Get Prepped

❑ Your ‘boilerplate’ overview

❑ Your mission &/or values

❑ Holding statements



What you 
want to say

What they 
care about



What They Care About

• How did this happen?

• Does it impact me? My family? 

My business?

• How do I know it won’t happen again? 

• Who’s at fault?

• Can I trust you?

• What happens next?
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Situation-specific

• What do you know?

• What can you share?

• What questions can you expect?

• What key messages do you want 

to communicate?

• What is the main takeaway?
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Keep the human 
impact at the 
forefront.



Message Delivery
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CLEAR

CREDIBLE

CONSISTENT



Message 
1

Message 
3

Story or 
Statistic

Message 
2

3 main points for 
each concept

Bolster with 
a story or statistic

Deliver each 
in <15 seconds 

Message Triangle
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In Practice
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The Situation

Healthcare technology startup Sancron is pursuing a Series C 
round of VC funding. The board brought in a new CEO six 
months ago after concerns came to light about the culture 
created by the founder. Several tech blogs had relayed 
allegations from unnamed employees about inappropriate 
behavior in the workplace. 

Last night, an anonymous hacker announced via Reddit that she 
had accessed your payroll records, and claims they show blatant 
salary discrimination against female employees. The hacker has 
included a link with pdfs of the financials and internal emails that 
she claims proves her point. The post went viral overnight.
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Your Assignment

Your table = Your Sancron team

• Establish your CMT roles 

• Define the CMT’s priority steps

• In your specific role, what are the top things to address?

• As a group
• Name triggers/outliers that could impact your main course of action

• Identify your priority audiences & partners

• Identify main communication channels

• Craft the key messages & main takeaway 

• Determine the cadence of your communication 
37
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